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SUBJECT:  Security/Accountability of AA & E, Sensitive Items, and Classified Material  





(continued)





     d.  Initiate a search of the area and conduct a 100 percent inventory of the items in question.  Coordinate with the Staff Judge Advocate for all searches off-post.  Searches beyond an installation’s border will be coordinated with host nation authorities by the BSB Provost Marshal Office.





     e.  Commanders who consider offering amnesty or immunity to recover missing weapons or sensitive items must consult with the Staff Judge Advocate before taking action.  Authority to grant amnesty or immunity to involved personnel must come from the Commander, 1AD, or higher.





     f.  Units losing a CCI item will go through an internal re-certification process before resumption of training.  The element or unit that lost control of the item will be brought to a stand-down where retraining on security and accountability of CCI items can be conducted.  The unit’s leadership then re-certifies that the unit/element is trained and certified in the security and accountability of CCI.  Once re-certified by the unit leadership, the element/unit can resume training.





5.  Classified material will only be handled by individuals possessing the proper clearance and need-to know.  Only General Services Administration (GSA) approved security containers will be used to store classified materials.  Commanders will use DD Form 2501 (Courier Authorization Card) to appoint official unit couriers to transport classified sensitive items outside US military garrisons and field-operating sites within the same country.





6.  Additional security procedures for COMSEC and Controlled Cryptographic Items are directed by the 1AD G6.





7.  Violators of this Policy may be subject to punishment under the UCMJ, as well as adverse administrative action under applicable USAREUR, Army, or Department of Defense Regulations.





8. Point of contact for this policy is the Division Provost Marshal, DSN 490-7761/6421.














	 						GEORGE W. CASEY, JR.


							Major General, USA


							Commanding
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          (3)  Weapons, ammunition, and explosives will be stored in unit arms rooms.  Sensitive items will be secured behind double barrier protection.  Double barrier protection consists of one of the following measures:





           (a)  Inside a locked, separate building, enclosed van, trailer or armored vehicle protected by a perimeter fence.





          (b)  Inside a locked steel cage located in a secure building.





          (c)  Inside a locked, built-in container or a free standing locked container, in a secure building or securely affixed to the internal structure of a building.





     b.  Field Training Exercises:





          (1)  Weapons and sensitive items used during field training exercises will be hand receipted down to the user level to fix responsibility. Night vision devices and ANCDs will be affixed to a "dummy cord" to the load bearing equipment or worn around the neck.





           (2)  Weapons and sensitive items not being physically used will be under continuous positive control at all times and will not be left unattended or unsecured at anytime.





           (3)  Weapons and sensitive items will be physically inventoried and reported twice daily by serial numbers.  The inventory will ensure accountability, operability and validation of serial numbers.  Inventories will be reported through the chain of command, IAW TAB E, APP 2, to ANNEX W, to 1AD FSOP.





           (4)  Inventories will also be conducted within two hours prior of a tactical displacement and after site closure, to include all redeployments to home station.





4.  Lost, stolen, or misplaced weapons or sensitive items require commanders to take the following immediate actions:


  


     a.  Halt all activities, regardless of the type of training involved.  Secure the immediate area where the weapon or sensitive item was discovered missing or unaccounted for.  Establish positive control of all vehicles and personnel going into and out of the area in question.  Inspect all personnel, vehicles and equipment in the unit area.





     b.  Keep the unit in place.  Authority to release a unit must come from myself or higher.





     c.  Report the incident to Military Police and the Division Operation Center (DOC) as soon as possible using the Commander’s Incident Report.  Provide the DOC with an update every two hours.
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POLICY: The security and accountability of weapons and sensitive items is a commander’s responsibility. Well-trained and disciplined units who follow published procedures do not lose weapons or sensitive items.





1.  References.


    


     a. Army Regulation 190-11, Physical Security of Arms, Ammunition, and Explosives, dated 


30 September 1993, with Change 1, dated 12 February 1998.





     b.  Army Regulation 190-51, Security of Unclassified Army Property (Sensitive and Non-sensitive), dated 


30 September 1993.





     c.  Army Regulation 735-5, Policies and Procedures for Property Accountability, dated 31 January 1998.





     d.  Army Regulation 380-5, Department of the Army Information Security Program, dated 25 February 1988.





     e.  Army Regulation 380-40, Policy for Safeguarding and Controlling Communications Security (COMSEC) Material, dated 1 September 1994.





     f.  Army Regulation 710-2, Inventory Management Supply Policy Below the Wholesale Level, dated


31 October 1997.





     g.  DA Pamphlet 25-380-2, Security Procedures for Controlled Cryptographic Items (CCI), dated 


10 January 1991.





     h. DA Pamphlet 710-2-1, Using Unit Supply System (Manual Procedures) dated 31 December 1997.





2.  The security and accountability of weapons and sensitive items is a commander’s responsibility. Sensitive items are night vision devices, COMSEC equipment, classified documents and other items specified by a Controlled Inventory Item Code (CIIC) IAW AR 710-2.  Well-trained and disciplined units who follow published procedures do not lose weapons or sensitive items.





3. Sensitive Items will afforded the same security measures as weapons with the following procedural measures and physical barriers.





     a.  Garrison:  Weapon and sensitive item security will be accomplished as listed below:


 


           (1)  Weapons and sensitive items will be centrally controlled by a designated individual.  Hand receipts will be utilized for training events where weapons or sensitive items are needed and will be signed out to the individual soldier.


           


           (2)  Monthly serial number inventories of all weapons and sensitive items will be conducted by a responsible Commissioned Officer, Warrant Officer, or Noncommissioned Officer. 
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