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1st Armored Division Commander’s Policy








1.  References:  Army Regulation 380-5, Department of the Army Information Security Program.





2.  Commanders will follow established security procedures for handling and protecting classified information.  





3.  Store classified material only in GSA approved security containers or approved open storage areas.  Never store classified material in desk drawers or filing cabinets, never place classified material in “in-boxes” or “distribution boxes” and never leave classified material unattended.





4.  Use an appropriate cover sheet and ensure classified material remains in the physical control of a properly cleared individual.  Do not transfer or make classified material available to any individual until the custodian of the classified material is fully satisfied that the recipient possesses a valid security clearance and “need to know”.  Protect classified material from the view of uncleared personnel and persons whose clearance status is unknown.  Commanders will ensure that only properly cleared personnel, with courier orders, transport classified material off a military installation.





5.  Initiate a search immediately upon discovery of the possible loss of classified material.  Report possible compromise or loss of classified material (when practical) to the unit S2/G2, security manager, or counterintelligence office.
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SUBJECT:  Handling Classified Material





POLICY:  Proper handling of classified material is vital to our success as Iron Soldiers.  Improper operational security measures could endanger the lives of our soldiers and the accomplishment of our mission.








