
Comptroller General Standards for Internal Controls in the Federal Government

(Extract of AR 11-2, Appendix B)

D-1.  COMPTROLLER GENERAL STANDARDS.

The Comptroller General of the United States established these standards for defining the minimum level of quality acceptable for management control systems.  These standards (also known as the GAO Standards) constitute the criteria against which these systems are to be evaluated.  Ensuring that management controls in each organization are in conformance with the Comptroller General Standards detailed in paragraphs D-2 through D-12 below, is the basic Integrity Act responsibility of every Army manager. 

Section II:  General Management Control Standards

D-2.  REASONABLE ASSURANCE.

 a.  Standard.  Management controls are used to provide reasonable assurance that the objectives of the systems will be accomplished.

 b.  Implementation.  This standard recognizes that the cost of management control should not exceed the benefit derived.  Reasonable assurance equates to a satisfactory level of confidence under given considerations of cost, benefit, and risk.  There are sensitive resources for which the cost of controls cannot be an issue.  However, for most resources and operations, the Army cannot afford or attain 100 percent compliance with requirements.  Thus, the essential application of this standard is in defining acceptable performance within the reality of what can be accomplished.  This realistic performance objective is the basis for judging the adequacy of applicable management controls.  The determination of reasonable assurance is a judgment about the day-to-day effectiveness of management controls in achieving realistic objectives.  These objectives may change as resources available for management controls are increased or decreased, due to budget revisions and other priorities. 

D-3.  SUPPORTIVE ATTITUDE.

 a.  Standard.  Managers and employees are to maintain and demonstrate a positive and supportive attitude toward management controls at all times.

 b.  Implementation.

      (1)  This standard requires Army managers to take steps to promote the effectiveness of management controls.  A positive and supportive attitude initiated and fostered by management ensures that subordinate personnel consistently consider management controls a high priority.

      (2)  Attitude is not reflected in any one particular aspect of a manager's behavior, but rather it is nurtured by a manager's commitment and general leadership to promote strong controls for organizational staffing, personnel practices, communication, protection and use of resources through systematic accountability, monitoring, and systems of reporting.  It is very important for managers at all levels to demonstrate disciplined compliance with all duly established laws, policies, and requirements.  Another important way for management to demonstrate its support for good management controls is to emphasize the value of internal auditing and to respond to information developed through internal audits.  Other evidence includes clear lines of authority and responsibility, appropriate reporting relationships, appropriate separation of authority, and the general sensitivity of employees to the importance of management controls. 

D-4.  COMPETENT PERSONNEL.

 a.  Standard.  Managers and employees are to have personal and professional integrity and are to maintain a level of competence that allows them to accomplish their assigned duties, as well as understand the importance of developing and implementing good management controls.

 b.  Implementation.  Many elements influence the integrity of managers and their staffs.  For example, personnel should periodically be reminded of their obligations under an operative code of conduct.  In addition, hiring and staffing decisions should include pertinent verification of education and experience and, once on the job, identification of necessary formal and on-the-job training.  Managers who possess a good understanding of management controls are vital to effective control systems.  Counseling and performance appraisals are also important.  Overall performance appraisals and efficiency ratings for applicable managers should include an assessment of how well the individual has devised, implemented, and sustained essential management controls. 

D-5.  CONTROL OBJECTIVES.

 a.  Standard.  Management control objectives are to be identified or developed for each agency activity and are to be logical, applicable, and reasonably complete.

b.  Implementation.  Control objectives should be tailored to fit the specific operations in each agency, and should be consistent with the overall objectives of management controls as set forth in the Integrity Act. 

D-6.  CONTROL TECHNIQUES.

 a.  Standard.  Management control techniques are to be effective and efficient in accomplishing management control objectives.

 b.  Implementation. 

      (1)  Management control techniques are the mechanisms by which control objectives are achieved.  Techniques include, but are not limited to, specific policies, procedures, organization arrangements (including separation of duties, reconciliation, suspense, and physical observation actions), as well as essential physical measures (such as locks and fire alarms).  To be effective, techniques should fulfill their intended purpose in actual application, provide necessary coverage, and operate when intended.  As for efficiency, techniques should be designed to derive maximum benefit with minimum effort. 

      (2)  A number of management control techniques are essential to providing reasonable assurance that the management control objectives will be achieved.  These critical techniques are the specific standards discussed in section III. 

Section III:  Specific Management Control Standards

D-7.  DOCUMENTATION.

 a.  Standard.  Management control systems and all transactions and other significant events are to be clearly documented, and the documentation is to be readily available for examination.

 b.  Implementation.

      (1)  This standard requires written evidence of an agency's management control objectives and techniques and accountability systems; and all pertinent aspects of transactions and other significant events of an agency.  Also, the documentation must be available and easily accessible for examination.

      (2)  Documentation of management control systems should include identification of the cycles, related objectives, and techniques, and should appear in management directives, administrative policy, and accounting manuals.  Documentation of transactions or other significant events should be complete and accurate and should facilitate tracing the transaction or event and related information, from before it occurs, while it is in process, and after it is completed.


      (3)  Complying with this standard requires that the documentation of management control systems and transactions and other significant events be purposeful and useful to managers in controlling their operations, and to auditors or others involved in analyzing operations. 

D-8.  RECORDING OF TRANSACTIONS AND EVENTS.


 a.  Standard.  Transactions and other significant events are to be promptly recorded and properly classified.


 b.  Implementation.


      (1)  Transactions must be promptly recorded if pertinent information is to maintain its relevance and value to management in controlling operations and making decisions.  This standard applies to the entire process or life cycle of a transaction or event and includes initiation and authorization, all aspects of the transaction while in process, and its final classification in summary records.


      (2)  Proper classification of transactions and events is crucial to organizing and formatting information on summary records from which reports and statements are prepared. 

D-9.  EXECUTION OF TRANSACTIONS AND EVENTS.


 a.  Standard.  Transactions and other significant events are to be authorized and executed only by persons acting within the scope of their authority.


 b.  Implementation.  This standard deals with management decisions to exchange, transfer, use, or commit resources for specified purposes under specific conditions.  It is the principal means of assuring that only valid transactions and other events are entered into.  Authorization should be clearly communicated to designated individuals and should include the specific conditions and terms under which responsive actions are intended.  Conforming to the terms of an authorization means that personnel are carrying out their assigned duties according to ARs and within the limitations established by management. 

D-10.  SEPARATION OF DUTIES.


   a.  Standard.  Key duties and responsibilities in authorizing, processing, recording, and reviewing transactions should be separated among individuals.

   b.  Implementation.  To reduce the risk of error, waste, or wrongful acts, or to reduce the risk of those acts going undetected, no one individual should control all key aspects of a transaction or event cycle.  Rather, duties and responsibilities should be assigned systematically to a number of individuals to ensure that effective checks and balances exist.  Key duties include authorizing, approving, and recording transactions; requisitioning, receiving, and issuing equipment, supplies, and services; making payments; and reviewing or auditing transactions. 

D-11.  SUPERVISION.


   a.  Standard.  Qualified and continuous supervision is to be provided to ensure that management control objectives are achieved.


   b.  Implementation.  This standard requires clearly communicating the duties and responsibilities assigned to each staff member; systematically reviewing each member's work to the extent necessary; and approving work at critical points to ensure that work flows as intended.  Also, managers must guide and train their personnel to help ensure errors, waste, and wrongful acts are minimized and that specific management directives are achieved.  Managers must continuously review and approve the assigned work of subordinates. 

D-12.  ACCESS TO AND ACCOUNTABILITY FOR RESOURCES.


   a.  Standard.  Access to resources and records is to be limited to authorized individuals, and accountability for the custody and use of resources is to be assigned and maintained.  Periodic comparison of resources and recorded accountability will be made to determine whether the two agree.  The frequency of comparison should be a function of the asset's vulnerability.


   b.  Implementation.


        (1)  The basic concept behind restricting access to resources is to help reduce the risk of unauthorized use or loss to the Government, and to help achieve the directives of management.  However, restricting access to resources depends upon the vulnerability of the resource and the perceived risk of loss, both of which should be periodically assessed.


        (2)  Other factors affecting access include the cost, portability, exchangeability, and the perceived risk of loss or improper use of the resource.  In addition, assigning and maintaining accountability for resources can involve directing and communicating responsibility to specific individuals within an organization; or may involve the custody and use of resources in achieving the specifically identified management directives. 


