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CHAPTER 1

GENERAL

1-1.  PURPOSE.  This regulation prescribes policies, standards, objectives, responsibilities, and accountability for establishing and maintaining an effective internal control system.  It also provides guidelines for execution of the Management Control Process Program within 1st Armored Division.

1-2.  AUTHORITY.  


 a.  The Army’s management control process meets the requirements of the Accounting and Auditing Procedures Act of 1950, as amended by the Federal Managers’ Financial Integrity Act of 1982, Public Law 97-255 (codified at 31 U.S.C. section 3512).  The Accounting and Auditing Procedures Act of 1950 is implemented within the executive branch of OMB Circular A-123 and within DOD by DOD Directive 5010.38.


 b.  Office of Management & Budget (OMB) issued Circular A-123 in October 1981 requires the head of each federal department and agency to develop and maintain adequate systems of internal control.

 c.  AR 11-2, Internal Management Control Systems, states the Army's policy and guidance on the Management Control Process Program.

1-3.  POLICY.

 a.  Adequate internal controls will be maintained throughout the Division to ensure all resources are managed effectively and efficiently.

 b.  Commanders and managers in 1st Armored Division will have cognizance of, and show support for, the Management Control Process Program. The safeguarding of resources and quest for efficiency is every manager's responsibility.

 c.  Commanders and managers will apply the twelve GAO standards in day-to-day operations as outlined in AR 11-2, Appendix B.  The extract is shown in Appendix D of this regulation.
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 d.  Commanders and managers invested with direct responsibility for the Management Control Process Program will perform their responsibilities according to AR 11‑2 and 1st Armored Division Reg 11-2; ensuring that DA and/or USAREUR checklists are used according to the USAREUR Management Control Process Plan or as required for adequate assessment of internal controls within 1st Armored Division.  A statement of internal control responsibilities will be incorporated in civilian support forms and military OER support forms and evaluated by OER or performance evaluations for all directly responsible individuals.  (See Chapter 4)


 e.  Once a year, each staff principal, brigade commander, and the Commanding General will sign an Annual Statement which will be accepted as reasonable assurance that all internal control/MCP regulatory requirements were met with the exception of those deficiencies noted in the material weakness report.

1-4.  OBJECTIVES OF INTERNAL CONTROL.

 a.  Internal controls apply to all program operations or administrative functions within 1st Armored Division and should provide reasonable assurance to the Commanding General that:


      (1)  Obligations and costs comply with applicable law.


      (2)  Assets are safeguarded against waste, loss, unauthorized use, and misappropriation.


      (3)  Revenues and expenditures applicable to DOD operations are recorded and accounted for properly to:


      (a)  Permit the preparation of accounts and reliable financial and statistical reports.


      (b)  Maintain accountability over the assets.


      (4)  Programs and administrative functions are efficiently and effectively carried out in accordance with applicable law and management policy. 

 b.  Incorporate the Management Control Process Program into the Division's Command Inspection Program to the greatest extent possible.

1-5.  OBJECTIVES OF INTERNAL CONTROL.


 a.  Commanding General.


      (1)  Serves as the Assessable Unit Manager (AUM) for the 1st Armored Division.
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      (2)  Establishes the importance and monitors the status.  


      (3)  Signs the Annual Assurance Statement for the 1st Armored Division Management Control Process Program for submission to Commander, V Corps.


      (4)  Must have an explicit statement of responsibility for management controls in OER Support Form (DA Form 67-9-1).


 b.  Chief of Staff.  Monitors the progress and demonstrates support for the goals and objectives of the Management Control Process Program.


 c.  Resource Management Office.  


      (1)  Administers the Management Control Process Program.


      (2)  Provides guidance and direction for the implementation and sustainment of 1st Armored Division Management Control Process Program.


      (3)  Prepares, coordinates, and collects internal control data for required reports including the Annual Assurance Statement and the Semi-annual Material Weakness Report.


      (4)  Provides briefing, training, and information updates on the Management Control Process Program to Operating Managers, and as required, by Assessable Unit Managers, Chief of Staff, Commanding General, and interested personnel.


      (5)  Maintains an inventory of DA/USAREUR checklists, and material weakness reports.


      (6)  Distributes checklists and alerts Assessable Unit Managers when Management Control Plan specifies checklists to be completed for that fiscal year.


 d.  Staff Principals (ACofS, G1-G6, SJA, PM, etc.).


      (1)  Serve as the Assessable Unit Manager (AUM) for their functional proponent area, ensuring that internal controls are adequate and functioning in an efficient and effective manner throughout 1st Armored Division.


      (2)  Determine, when necessary, which checklists are appropriate for the Division.

1-3

                                                                                                        1ST Armored Division Reg 11-2


      (3)  Ensure that internal control checklists, in whole or in part, are incorporated into command inspections and surveys.  Checklists provide verification of internal controls and their use should extend to brigade level.


      (4)  Appoint functional experts as Operating Managers to control and use the appropriate functional area checklist. 


      (5)  Review and approve checklist evaluations performed by Operating Managers; tracking any material weaknesses through an adequate corrective action plan.


      (6)  Provide Annual Assurance Statement to the Commanding General, 1st Armored Division.


      (7)  Must have an explicit statement of responsibility for management controls in OER Support Form (DA Form 67-9-1).


      (8)  Submit to the Management Control Process Program Administrator, copy of completed checklist, completed Checklist Review Sheet (Appendix A), completed Management Control Evaluation Certification Statement (DA Form 11-2-R) (Appendix B) and a corrective action plan as soon as a weakness in internal controls is identified (Appendix C).


 e.  Operating Manager.


      (1)  Completes assigned checklists within established suspense date.  After completion uses checklists as often as deemed necessary.


      (2)  Collects data from brigade Action Officers or personal inspection to complete total Division assessment; documenting question responses, material weaknesses, and corrective action plans as required (see Appendix C).


      (3)  Assesses weakness for materiality (see Chapter 3), develops corrective action plan with milestones and completion date, and maintains documentation for two years after completion.


 f.  Brigade Commanders.


      (1)  Serve as the Assessable Unit Manager (AUM) for the Brigade.  
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      (2)  Provide command awareness of the Management Control Process Program; assessing the internal controls within the brigade, making recommendations for improved efficiency and effectiveness.


      (3)  Per request, direct Action Officers, to collect data through command inspections; forwarding the checklist information to the Operating Manager at each functional proponent office at Division Headquarters.


      (4)  Provide Annual Assurance Statement to the Commanding General, 1st Armored Division.


      (5)  Must have an explicit statement of responsibility for management controls in OER Support Form (DA Form 67-9-1).
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CHAPTER 2

MANAGEMENT CONTROL PROCESS PROGRAM CHECKLISTS

2-1.  MANAGEMENT CONTROL PROCESS PROGRAM CHECKLISTS.

 a.  Checklists are the established method of conducting internal control evaluations.  The checklists (Appendix B):


      (1)  Contain questions that determine whether or not steps are being carried out according to government regulation.


      (2)  Test internal controls.


      (3)  Should reveal irregularities and errors in an operating system's internal controls.


      (4)  Will be completed within 30 days after deemed appropriate and within the FY required by the USAREUR Management Control Process Plan.  Checklists should be used as often as necessary to ensure internal controls are working.


 b.  Checklists are developed by HQDA and USAREUR but may be locally supplemented to improve internal controls.


 c.  Test questions will be answered with yes, no, or NA as to their functioning in the evaluated unit.  An explanation must be included in "yes," "no," or "NA" answers.  More detailed information for the completion of checklists is at Appendix B.

2-2.  HQDA/USAREUR APPROVED CHECKLISTS.

 a.  Are obtained from the Internet, http://www.odcsrm.hqusareur.army.mil/rmmgt/ mcp/mcp.html.


 b.  Are evaluated by functional experts (Operating Managers) for potential 1st Armored Division use.


 c.  May be supplemented by locally produced items to ensure controls are adequate or have items modified to fit the Division’s needs.


 d.  Have been included in new issues of Department of the Army/USAREUR regulations and should be followed closely by managers to ensure that the most current regulation is in use.
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CHAPTER 3

MANAGEMENT CONTROL PROCESS WEAKNESSES

3-1.  MANAGEMENT CONTROL PROCESS WEAKNESSES.

 a.  Management Control Process Weaknesses are deficient internal controls that prevent tasks from being accomplished, eliminate essential controls, and leave operating procedures vulnerable to fraud, waste, and mismanagement.


      (1)  Non-material weaknesses exist where one or more control techniques are absent.  The Assessable Unit Manager/Operating Manager determines:


      (a)  That the monetary value of the resources at risk is not great. 


      (b)  That the perceived command, public, or political sensitivity is not great.


      (2)  Material weaknesses criteria:


      (a)  It must involve a weakness in management controls, such as management controls are not in place, are not being used, or are inadequate.  Resource deficiencies in themselves are not management control weaknesses.


      (b)  It must warrant the attention of the next level of command, either because the next level must take action or because it must be aware of the problem (The fact that a weakness can be corrected at one level does not exclude it from being reported to the next level.  The sharing of important management information is one of the primary reasons for reporting a material weakness.).


      (c)  The monetary value, item sensitivity, or the resources at risk is great.


      (d)  The perceived command, public, or political sensitivity is great.


      (e)  It violates statutory or regulatory requirements.


      (f)  The weakness places the unit’s mission in jeopardy, via his/her personal judgement.


 b.  Management Control Process Weaknesses are discovered by Operating Managers and management personnel through normal daily activities or by conducting internal control reviews.  Weaknesses can also be discovered and identified by AAA, GAO, or IG/IRAC audits.
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3-2.  CORRECTING WEAKNESSES (Appendix C).

 a.  Once a weakness is detected, a corrective action plan must start immediately.


 b.  Weaknesses should be corrected locally to the extent possible.  They should be identified as unit specific or Division-wide, and those which cannot be corrected locally should be referred through command channels to an appropriate level for correction.


 c.  Material weaknesses must be corrected to reduce or eliminate the risk of waste, fraud, mismanagement of Army resources and mission failure.  An Assessable Unit Manager may choose not to take corrections after deciding that the risk is acceptable, compared to the cost of making corrections.  A memorandum to that affect must be forwarded to the MCP Administrator.


 d.  Procedures to document and report material weaknesses are contained in Appendix C.

3-3.  REPORTING WEAKNESSES.

 a.  Non-material weaknesses need not be reported to V Corps.  However, they will be reported to the 1st Armored Division MCP Administrator.


      (1)  Assessable Unit Manager will annotate the checklist concerning the weakness.


      (2)  Assessable Unit Manager will coordinate an action plan with the Operating Manager to correct the weakness.  A copy of the action plan will be forwarded to ACofS, Resource Management, ATTN:  MCPA.


      (3)  Documentation will remain with the Assessable Unit Manager until corrected.


 b.  Material weaknesses once identified must be reported through the Management Control Process Program Administrator at V Corps.


      (1)  Material weakness report is completed per Appendix C.


      (2)  For semi-annual and annual Material Weakness Reports, the Assessable Unit Manager will forward all the material weakness data to include steps taken to correct the weakness to the Management Control Process Program Administrator who combines the data and forwards it to V Corps.
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3-4.  INVENTORYING MATERIAL WEAKNESS.  The Management Control Process Program Administrator, the Operating Manager, and the Assessable Unit Manager will:


 a.  List material weaknesses by the fiscal year in which they were first reported.


 b.  Maintain a file of each material weakness report, updated as milestones are reached, and annotate when completed.


 c.  Maintain a copy of any outside audit finding that instigates a material weakness report.

d.  Include documentation alerting managers of material weakness.
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CHAPTER 4

INDIVIDUAL MANAGEMENT CONTROL PROCESS PROGRAM RESPONSIBILITIES

IN CIVILIAN AND MILITARY SUPPORT FORMS

4-1.  INCLUDING MANAGEMENT CONTROL PROCESS PROGRAM RESPONSIBILITIES IN CIVILIAN AND MILITARY SUPPORT FORMS.

 a.  OMB Circular A-123 and AR 11-2 established the requirement for internal controls to be included in civilian support forms and performance evaluations, OER support forms, and OER evaluations for those managers with significant internal management control responsibilities (see Appendix D).


 b.  Managers with internal control responsibilities are identified by their supervisors/ commanders.  Generally these managers include:


      (1)  Commanding General.


      (2)  Brigade Commanders.


      (3)  Staff Principals (ACofS G1-G6, SJA, PM, etc.).


 c.  Military personnel who are managers with internal management control responsibilities must have these duties annotated in the support form and in the performance evaluation reports.  For officers it should be reflected under “Major Performance Objectives” in Part IV of the Officer Evaluation Report Support Form (DA Form 67-9-1).


 d.  Civilian managers are required to have internal management control responsibilities included in their performance standards and should be reflected under “Major Performance Objectives/Individual Performance Standards” in Part IV of the Senior System Civilian Evaluation Report Support Form (DA Form 7222-1).


 e.  Also, the actual civilian performance rating and OER evaluation will have comments on how effectively the manager has performed his/her internal management control responsibilities.
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4-2.  MCP WORDING FOR CIVILIAN EVALUATIONS AND MILITARY EFFICIENCY RATINGS.


 a.  Supervisors must include an explicit statement of responsibility for management controls in the performance agreements of commanders and managers responsible for the execution and/or oversight of effective management controls.  The absence of an explicit statement of responsibility must be based on the supervisor’s determination that the individual does not have significant management responsibility.


 b.  The explicit statement of responsibility should be brief and may take any form, but it must be specific enough to provide individual’s accountability.  Supervisors may use a stand-alone element or may include the management control responsibility as part of a broader element.


 c.  Assessable Unit Manager.  The following example of an explicit statement will suffice.  “Individual should comply with paragraph 1-14 of AR 11-2” (see below).


      (1)  Managers will ensure that:


      (a)  Managers are trained and understand their management control responsibilities.


      (b)  A management control plan (MCP) is established and maintained to describe how key management controls in the assessable unit will be evaluated over a five-year period.


      (c)  Management and control evaluation are conducted according to the MCP and the requirements of this regulation.


      (d)  Required documentation on each completed management control evaluation is retained, subject to audit/inspection.


      (2)  Certify the results of required management control evaluations.


      (3)  Report through the chain of command any material weaknesses in management controls, establish and implement plans to correct those material weaknesses, and track progress in executing those plans until the material weakness is corrected.
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CHAPTER 5

TRAINING

5-1.  TRAINING.


 a.  Training/briefing is available from the Management Control Process Program Administrator at ACofS, RM, 1st Armored Division, and can be conducted on-site if the situation warrants.


 b.  Updated training is to be conducted as changes to the  Management Control Process Program occur or situations warrant further training.

The proponent agency for this regulation is the Office of Resource Management, 1st Armored Division.  Users are invited to send comments and suggested improvements on DA Form 2028 (Recommended Changes to Publications and Blank Forms) to the Commander, 1st Armored Division, ATTN: AETV‑THF‑M, Unit 24309, APO AE 09252.

FOR THE COMMANDER:


                                                                Chief of Staff

OFFICIAL:

ACofS, G1

DISTRIBUTION:

B plus

30 – AETV-THW-I

30 – AETV-THF
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APPENDIX A

IDENTIFICATION OF CHECKLISTS FOR USE IN

1ST ARMORED DIVISION

A-1.  HQDA FUNCTIONAL PROPONENT (Functional Area Manager).

Principal staff proponents prepare checklists in their functional area to be included and published in Army regulations.  Checklists are also available from the Internet, http://www.odcsrm. hqusareur.army.mil/rmmgt/mcp/mcp.html.
A-2.  HQ USAREUR STAFF OFFICERS.  Supplement HQDA checklists, as necessary, to address USAREUR specific areas or areas not yet covered by HQDA.  Checklists can be obtained from website.

A-3.  MANAGEMENT CONTROL PROCESS PROGRAM ADMINISTRATOR.


 a.  Obtains checklists due for compliance in the applicable fiscal year.


 b.  Evaluates checklists for application to 1st Armored Division.  If determined for possible use in 1st Armored Division, the checklist is sent to the functional proponent for further evaluation.


 c.  Maintains a listing of AR/USAREUR checklists and other data used in 1st Armored Division for audit trail purposes.

A-4.  ASSESSABLE UNIT MANAGERS (e.g., ACofS, G1; ACofS, RM; BrigadeCdrs).


 a.  Upon receipt of new checklist, designates a staff specialist to review the checklist for use in 1st Armored Division.


 b.  If checklist is not appropriate for 1st Armored Division, reviews finding of staff specialist and concurs with decision to not use.  Returns Checklist Review Sheet (Figure A‑1) to Management Control Process Program Administrator. 


 c.  If checklist is appropriate for 1st Armored Division, appoints an Operating Manager to be checklist proponent.  Returns Checklist Review Sheet to Management Control Process Program Administrator.

A-1

1st Armored Division Reg 11-2

A-5.  OPERATING MANAGERS.


 a.  Acts as functional expert for the review, completion, and use of functional area checklist (Appendix B).


 b.  If necessary, sends checklists to subordinate units for completion.


 c.  Advises staff principal if additional controls are needed to protect the system.

NOTE:  If a checklist can be modified slightly (i.e., “HQDA” changed to “Division” and the responses now are appropriate), then the checklist should be used and not dismissed.

A-2

	MANAGEMENT CONTROL PROCESS PROGRAM CHECKLIST

REVIEW SHEET
CHECKLIST TITLE:

	AR:

	The above mentioned checklist is applicable to 1st AD.  

YES/NO.  If not applicable, please explain why.

	

	

	

	

	SIGNATURE OF EVALUATOR:



	POSITION:                                                                                                        DATE:



	SUPERVISOR’S COMMENTS

CONCUR/NONCONCUR

SIGNATURE/RANK OF SUPERVISOR

	POSITION:                                                                                                        DATE:




Figure A-1
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Appendix B

INSTRUCTIONS FOR COMPLETION OF CHECKLIST BY

FUNCTIONAL EXPERT (OPERATING MANAGER)

1.  Answer all questions -- YES, NO, or NA and give rationale.  Rationale must indicate the basis for each response -- indicate the test, specify details on the observation, examination or sampling made (e.g., personally reviewed a random sample of 40 vouchers) to verify the required control and/or reference the documentation to substantiate rationale for an answer.  A reasonably knowledgeable person (e.g., supervisor or auditor) reviewing the checklist should be able to reach the same conclusions.

2.  Sign/date at the end of the checklist.

3.  When prescribed controls are found deficient (a weakness) -- usually indicated by a "No" answer -- the rationale must refer to documents defining the problem together with details on corrective actions taken and planned.  Weakness identified (whether through use of the checklist or through other means, e.g., audits, inspections, manager's observations) together with a corrective action plan must be reported to ACofS, RM, Management Division.  Status reports on weaknesses will be submitted semi-annually until the weakness is corrected.

4.  Retain completed checklist on file for audit/inspection purposes.  Forward copy to the MCP Administrator.

NOTE:   For each checklist, a Management Control Evaluation Certification Statement, DA Form 11-2-R, must be prepared, signed by the Evaluator and the staff principal and returned to the MCP Administrator as verification of compliance with mandated requirements.

5.  When conducting functional reviews (completing the checklists), evaluators must consider not only how things operate in their own particular office, but how the function (for which they are responsible) is conducted by other sections/subordinate units of the 1st Armored Division (through the use of guidance, inspections, directives, policy, etc).

6.  MCP Checklists should be used on a day-to-day basis, as well as formally (as mandated by the Management Control Process Plan published  by USAREUR).

7.  Sample of completed MCP Evaluation Certification Statement is on page B-3, Figure B-2.
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APPENDIX C

CORRECTING WEAKNESSES

C-1.  WEAKNESSES.  Weaknesses are shortcomings in a system that leave it vulnerable to waste, fraud, abuse, or mission failure.  All weaknesses must be corrected.


 a.  Management Control Process Program Administrator.


      (1)  Maintains files on all current material and non-material weaknesses.


      (2)  Maintains files on all completed material weaknesses for two years after completion.


      (3)  Alerts Managers when material weakness is discovered by outside agency (i.e., GAO, USAAA, etc.).


      (4)  Reports to V Corps all newly discovered material weaknesses that effect the 

Division.


      (5)  Provides update to V Corps on status of ongoing material weakness, showing milestones met or slippage of completion date and reason.


 b.  Assessable Unit Managers.


      (1)  Maintain files on current material and non-material weakness.


      (2)  Ensure that corrective action plan is adequate to eliminate the material 

weakness.


      (3)  Ensure that corrective action plan is adequate to eliminate the material weakness.


      (4)  Provides support necessary to ensure corrective action plan is implemented.


      (5)  Provide data to Management Control Process Program Administrator on all weaknesses.


      (6)  Upon request, provide a semi-annual and annual Material Weakness Report to the MCP Administrator.

C-1

1st Armored Division Reg 11-2

C-2.  RECORDING INSTRUMENTS.

 a.  The Material Weakness (MW) Report (Figure C-1) is the form to record and track material weaknesses.


 b.  When updating status reports, the previous form can be used rather than completely rewriting the report.


 c.  Slippage of milestones must state reasons why.

C-3.  ADDITIONAL CLARIFICATION ON COMPLETING MATERIAL WEAKNESS REPORT (Figure C‑1)


 a.  Enter a short description (eighty or fewer characters).


 b.  Description of Weakness:  Enter a brief narrative description.  This description should state whether internal controls were nonexistent or simply not being followed.  Include estimates of dollar and/or operational significance of the weakness.


 c.  Try not to confuse the cause with the weakness, i.e., insufficient funding or staffing is a cause, not a weakness.  The weakness is a failure to meet mission requirements, an accounting system that fails to meet prescribed comptroller general requirements, unreasonable or unacceptable frequency or level of error, or the absence of specific control techniques.  For example, loss of control of inventory would be a weakness (assuming monetary materiality thresholds are met) while the cause might be a shortage of personnel to manage the inventory.


 d.  Completion Date:  Enter the date opposite each action, when you anticipate corrective action will be completed.  Milestone dates should include the specific month and year of projected completion.


      (1)  Entering "to be determined", "on‑going", or "FY9X", etc., or leaving the column blank is not acceptable.  A specific month/year must be entered.


      (2)  If the corrective action has been completed, enter the month/date and the word "COMPLETED" opposite the action.


      (3)  The planned completion date should not be overly optimistic.  Slippage can occur, but should be the exception rather than the rule.  When the original schedule cannot be met, a new date should be entered with a brief explanation as to why the change in date.


 e.  Point of Contact:  Enter the name of the person most knowledgeable of this problem and its current situation (usually the Operating Manager discovering the weakness).
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MATERIAL WEAKNESS

(SIMPLIFIED MW REPORTING FORMAT)

FYXX

________Corrective action Taken               




________Discovered in prior years

________Requiring corrective action           




________Discovered in current year

Reporting Organization:
__________________________________________
Date:_________ 

Short Title of Weakness:
__________________________________________
Date:_________ 

AR applicable to this function:
_______________________________________________________ 

Description of weakness.  (Include estimates of dollar and/or operational significance of weakness):__________________________________________________________________________ 

___________________________________________________________________________________ 

___________________________________________________________________________________ 

Weakness detected by (source):  (e.g., GAO, USAAA, Internal Review Audits; DOD, HQ V Corps,

IGs, HQDA MCP Checklists; Other inspections/reviews/checklists:
____________________________ 

___________________________________________________________________________________ 

PLAN FOR CORRECTIVE ACTION

                                








                            Milestone for 

Action required/taken                                      







  Completion * 

1.  
______________________________________________________________________________ 
______________________________________________________________________________ 

2.  
______________________________________________________________________________ 


______________________________________________________________________________ 

3.  
______________________________________________________________________________ 


______________________________________________________________________________ 

4. 
______________________________________________________________________________ 


______________________________________________________________________________ 

5.  Validate Action Corrects Problem
__________________________________________________ 


_____________________________________________________________________________ 

Point of contact Information:

Name:
__________________________________________________Phone:
______________ 

Official address:
_____________________________________________________________________ 

*Specific month/year milestone must be entered for each action.  When corrective action has been completed, enter the month/year and the word “completed.”
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APPENDIX D

Comptroller General Standards for Internal Controls in the Federal Government

(Extract of AR 11-2, Appendix B)

D-1.  COMPTROLLER GENERAL STANDARDS.

The Comptroller General of the United States established these standards for defining the minimum level of quality acceptable for management control systems.  These standards (also known as the GAO Standards) constitute the criteria against which these systems are to be evaluated.  Ensuring that management controls in each organization are in conformance with the Comptroller General Standards detailed in paragraphs D-2 through D-12 below, is the basic Integrity Act responsibility of every Army manager. 

Section II:  General Management Control Standards

D-2.  REASONABLE ASSURANCE.

 a.  Standard.  Management controls are used to provide reasonable assurance that the objectives of the systems will be accomplished.

 b.  Implementation.  This standard recognizes that the cost of management control should not exceed the benefit derived.  Reasonable assurance equates to a satisfactory level of confidence under given considerations of cost, benefit, and risk.  There are sensitive resources for which the cost of controls cannot be an issue.  However, for most resources and operations, the Army cannot afford or attain 100 percent compliance with requirements.  Thus, the essential application of this standard is in defining acceptable performance within the reality of what can be accomplished.  This realistic performance objective is the basis for judging the adequacy of applicable management controls.  The determination of reasonable assurance is a judgment about the day-to-day effectiveness of management controls in achieving realistic objectives.  These objectives may change as resources available for management controls are increased or decreased, due to budget revisions and other priorities. 

D-3.  SUPPORTIVE ATTITUDE.

 a.  Standard.  Managers and employees are to maintain and demonstrate a positive and supportive attitude toward management controls at all times.

D-1

                                                                                                          1st Armored Division Reg 11-2

 b.  Implementation.

      (1)  This standard requires Army managers to take steps to promote the effectiveness of management controls.  A positive and supportive attitude initiated and fostered by management ensures that subordinate personnel consistently consider management controls a high priority.

      (2)  Attitude is not reflected in any one particular aspect of a manager's behavior, but rather it is nurtured by a manager's commitment and general leadership to promote strong controls for organizational staffing, personnel practices, communication, protection and use of resources through systematic accountability, monitoring, and systems of reporting.  It is very important for managers at all levels to demonstrate disciplined compliance with all duly established laws, policies, and requirements.  Another important way for management to demonstrate its support for good management controls is to emphasize the value of internal auditing and to respond to information developed through internal audits.  Other evidence includes clear lines of authority and responsibility, appropriate reporting relationships, appropriate separation of authority, and the general sensitivity of employees to the importance of management controls. 

D-4.  COMPETENT PERSONNEL.

 a.  Standard.  Managers and employees are to have personal and professional integrity and are to maintain a level of competence that allows them to accomplish their assigned duties, as well as understand the importance of developing and implementing good management controls.

 b.  Implementation.  Many elements influence the integrity of managers and their staffs.  For example, personnel should periodically be reminded of their obligations under an operative code of conduct.  In addition, hiring and staffing decisions should include pertinent verification of education and experience and, once on the job, identification of necessary formal and on-the-job training.  Managers who possess a good understanding of management controls are vital to effective control systems.  Counseling and performance appraisals are also important.  Overall performance appraisals and efficiency ratings for applicable managers should include an assessment of how well the individual has devised, implemented, and sustained essential management controls. 

D-5.  CONTROL OBJECTIVES.

 a.  Standard.  Management control objectives are to be identified or developed for each agency activity and are to be logical, applicable, and reasonably complete.
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 b.  Implementation.  Control objectives should be tailored to fit the specific operations in each agency, and should be consistent with the overall objectives of management controls as set forth in the Integrity Act. 

D-6.  CONTROL TECHNIQUES.

 a.  Standard.  Management control techniques are to be effective and efficient in accomplishing management control objectives.

 b.  Implementation. 

      (1)  Management control techniques are the mechanisms by which control objectives are achieved.  Techniques include, but are not limited to, specific policies, procedures, organization arrangements (including separation of duties, reconciliation, suspense, and physical observation actions), as well as essential physical measures (such as locks and fire alarms).  To be effective, techniques should fulfill their intended purpose in actual application, provide necessary coverage, and operate when intended.  As for efficiency, techniques should be designed to derive maximum benefit with minimum effort. 

      (2)  A number of management control techniques are essential to providing reasonable assurance that the management control objectives will be achieved.  These critical techniques are the specific standards discussed in section III. 

Section III:  Specific Management Control Standards

D-7.  DOCUMENTATION.

 a.  Standard.  Management control systems and all transactions and other significant events are to be clearly documented, and the documentation is to be readily available for examination.

 b.  Implementation.

      (1)  This standard requires written evidence of an agency's management control objectives and techniques and accountability systems; and all pertinent aspects of transactions and other significant events of an agency.  Also, the documentation must be available and easily accessible for examination.
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      (2)  Documentation of management control systems should include identification of the cycles, related objectives, and techniques, and should appear in management directives, administrative policy, and accounting manuals.  Documentation of transactions or other significant events should be complete and accurate and should facilitate tracing the transaction or event and related information, from before it occurs, while it is in process, and after it is completed.


      (3)  Complying with this standard requires that the documentation of management control systems and transactions and other significant events be purposeful and useful to managers in controlling their operations, and to auditors or others involved in analyzing operations. 

D-8.  RECORDING OF TRANSACTIONS AND EVENTS.


 a.  Standard.  Transactions and other significant events are to be promptly recorded and properly classified.


 b.  Implementation.


      (1)  Transactions must be promptly recorded if pertinent information is to maintain its relevance and value to management in controlling operations and making decisions.  This standard applies to the entire process or life cycle of a transaction or event and includes initiation and authorization, all aspects of the transaction while in process, and its final classification in summary records.


      (2)  Proper classification of transactions and events is crucial to organizing and formatting information on summary records from which reports and statements are prepared. 

D-9.  EXECUTION OF TRANSACTIONS AND EVENTS.


 a.  Standard.  Transactions and other significant events are to be authorized and executed only by persons acting within the scope of their authority.


 b.  Implementation.  This standard deals with management decisions to exchange, transfer, use, or commit resources for specified purposes under specific conditions.  It is the principal means of assuring that only valid transactions and other events are entered into.  Authorization should be clearly communicated to designated individuals and should include the specific conditions and terms under which responsive actions are intended.  Conforming to the terms of an authorization means that personnel are carrying out their assigned duties according to ARs and within the limitations established by management. 
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D-10.  SEPARATION OF DUTIES.


   a.  Standard.  Key duties and responsibilities in authorizing, processing, recording, and reviewing transactions should be separated among individuals.

   b.  Implementation.  To reduce the risk of error, waste, or wrongful acts, or to reduce the risk of those acts going undetected, no one individual should control all key aspects of a transaction or event cycle.  Rather, duties and responsibilities should be assigned systematically to a number of individuals to ensure that effective checks and balances exist.  Key duties include authorizing, approving, and recording transactions; requisitioning, receiving, and issuing equipment, supplies, and services; making payments; and reviewing or auditing transactions. 

D-11.  SUPERVISION.


   a.  Standard.  Qualified and continuous supervision is to be provided to ensure that management control objectives are achieved.


   b.  Implementation.  This standard requires clearly communicating the duties and responsibilities assigned to each staff member; systematically reviewing each member's work to the extent necessary; and approving work at critical points to ensure that work flows as intended.  Also, managers must guide and train their personnel to help ensure errors, waste, and wrongful acts are minimized and that specific management directives are achieved.  Managers must continuously review and approve the assigned work of subordinates. 

D-12.  ACCESS TO AND ACCOUNTABILITY FOR RESOURCES.


   a.  Standard.  Access to resources and records is to be limited to authorized individuals, and accountability for the custody and use of resources is to be assigned and maintained.  Periodic comparison of resources and recorded accountability will be made to determine whether the two agree.  The frequency of comparison should be a function of the asset's vulnerability.


   b.  Implementation.


        (1)  The basic concept behind restricting access to resources is to help reduce the risk of unauthorized use or loss to the Government, and to help achieve the directives of management.  However, restricting access to resources depends upon the vulnerability of the resource and the perceived risk of loss, both of which should be periodically assessed.
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        (2)  Other factors affecting access include the cost, portability, exchangeability, and the perceived risk of loss or improper use of the resource.  In addition, assigning and maintaining accountability for resources can involve directing and communicating responsibility to specific individuals within an organization; or may involve the custody and use of resources in achieving the specifically identified management directives. 
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